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Process bus for mission-critical 

communication

IEC 61850-9-2 sampled values (analogs)

IEC 61850-8-1 GOOSE (indications, trips…)

IEC/IEEE 61850-9-3 Precise time synch

Station bus for

monitoring and control

IEC 61850-8-1 MMS

(client-server events, commands…)

IEC 61850-8-1 GOOSE (interlocking…)

IEC/IEEE 61850-9-3 Precise time synch

IEC 62351-7 / Network and System Management 

Utility communication

IEC 60870-5-104 (resp. IEC 61850-80-1)

IEC 61850-90-5 (Synchrophasors) 

according to IEEE C37.118)

Asset performance

management

Asset management

IEC TR 61850-90-3 / 80-6

IEC 61970 / IEC 61968

ISO 55000

NCITs and MUs

IEC 61850-9-2

IEC 60044

IEC 61869

Standards in digital substations
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Digitization vs digitalization
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Analog Digital

Converting data from an analog to a digital 

format

Digitalization

▪ Creation of new value through the digital transformation of an end-to-end business process

▪ Enabled by digitization of assets, foundational digital technologies (IIoT), and sharing of 

digital data

vsDigitization
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Connecting securely digitally enabled substation

Digitally enabled decision support for connected cyber assets 
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Cloud Core

▪ Flexible cloud infrastructure deployment.

▪ Integration of existing or new monitoring devices Asset management.

▪ Agile mapping of device specific measurements into a generic Data Model. 

▪ Central Management of Edge configurations and software updates 

Edge

▪ Remotely manageable, secure connectivity to Enterprise Level 

▪ WIFI, optional Cellular, 2 Ethernet Interfaces.

▪ Collecting data via industry standard communication protocols 

(IEC 61850, Modbus).

▪ Buffering of data in case of communication interruption to enterprise.

▪ Open architecture to allow future extensions of Edge functionality.

Core

Edge

Modbus TCP

Monitoring

Devices

Secondary Assets & 

Primary Assets with sensors

Substation

Cloud

Asset Management

Analytics

IEC 61850
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Reference Architecture
From Field to Board room
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Connecting People and Processes in the Digital Enterprise

Enterprise asset health analytics to improve processes through risk-
based optimization
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Asset risk of secondary systems

Main Risk Factors

▪ OEM lifecycle status (Active vs Obsolete)

▪ Cyber Security threats

▪ Age vs manufacturer expected life

Additional Factors

▪ Back-up management

▪ Patch management

▪ Spares management 

OEM Cyber Security Advisories

OEM Lifecycle Status
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Grid Automation Asset Performance Management

Analytics to assess

▪ Lifecycle impact on the installed 
base with guidance on how to 
address update/upgrade and 
replacements, e.g. lifecycle 
announcements, retrofit 
proposals

▪ Vulnerability risk impact and 
guidance for patch 
management with access to 
advisories and recommended 
patches

Integrated Asset Performance Models for Grid Automation Lifecycle and 
Vulnerability Assessment
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Summary 

▪ Asset management business process for secondary assets will become more 
important with the increasing digitization and digital transformation of business 
process in the enterprise

▪ The power of analytics will help the asset owner to better plan and execute the 
maintenance activities and more effectively use the available resources 

▪ Digitalization of business processes that connect people and processes with 
actionable data will improve productivity of the enterprise and allow you to 
define new business models

Take away
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